HOW TO SPOT IRS IMPOSTER SCAMS
Tax-related identity theft occurs when someone uses your stolen Social Security number to file a
tax return claiming a fraudulent refund.
The IRS will never contact you via email, text message or social media to request personal or
financial information.
Five things the IRS will never do:
1. Call to demand immediate payment, nor will they call about taxes owed without first having mailed
you a bill.
2. Demand you pay taxes without first giving you the opportunity to question or appeal the
amount the IRS says you owe.
3. Require you to use a specific payment method for your taxes, such as a prepaid debit card.
4. Ask for credit or debit card numbers over the phone.
5. Threaten to bring in local police or other law-enforcement groups to have you arrested for
not paying.
If you receive a phone call from someone claiming to be from the IRS but you suspect
they are not an IRS employee:
1. Record the employee’s name, badge number, call back number and caller ID if available.
2. Call 1.800.366.4484 to determine if the caller is an IRS employee with a legitimate need to
contact you.
• If you determine the person calling you is an IRS employee, then call them back.
• If not, then report the incident to the Treasury Inspector General for Tax Administration at
Treasury.gov and to the IRS by emailing phishing@irs.gov (Subject: IRS Phone Scam).
If you receive an unsolicited fax, such as Form W8-BEN, claiming to be from the IRS and
requesting personal information.
• Send the scanned fax via email to phishing@irs.gov (Subject: FAX)
• For more information visit: IRS.gov

If you receive a letter, notice or form via postal mail claiming to be from the IRS but you
suspect it is not:
• Go to the IRS Home Page, and search on the letter. Fraudsters often modify legitimate IRS letters and
forms.
• Additional information is available and Understanding Your Notice or Letter and Forms and Pubs
• If the letter or form is legitimate, you’ll find instructions on the IRS website on how to properly respond
to and complete the form.
• If you don’t find information on the IRS website or the instructions are different from what you were told
to do in the letter, notice or form, call 1.800.829.1040 to determine if it’s legitimate.
• If it is not legitimate, report the incident to the Treasury Inspector General for Tax Administration and to
the IRS by emailing phishing@irs.gov.
If you receive an email claiming to be from the IRS that contains a request for personal information,
taxes associated with a large investment, inheritance or lottery:
• Don’t reply.
• Don’t open any attachments. They likely contain malicious code that may infect your computer,
tablet or mobile device.
• Don’t click on any links contained in the email.
• Forward the email as-is to the IRS at phishing@irs.gov.
• Delete the original email.
Samples of a Fake IRS emails

